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UnbGwfununipjwl phdwh hwunwingt) Iwjwunwih whnwlwh swpnwnpwahinwlwh
hwiwjuwpwlnid:
Qhtnwlwi nEwdwp’ $.0.q.n L. 3. Uuywlywh

33 QUU whwn., .9.q.0 U. Y. Cnipnipjwlb
n.g.p U. 3nt. Qujwnjulb .

"ﬂu.igmnﬁml;wﬁ pOnnpdwhunuGbp

Unwowinwpn GuqduliGpuniprm G Nincu-I wylywywt /i nbwlws/ wbnwlwh
hwidwjuwpwh

Muwpinwwhnipintip wbnh YnibbGw 2008p., hnyhup 9-hG dwip  16:00-hG 037 '

«bO$npiwnhlwih b hwaynquljw hwiwywpgbphy» dwubwghinwlwh unphpah Ghutnid

33 qUU PUMP-nL: Swugkl 0014, p.6plaul, M. ULwyh thnn. 1: ’

UwnbGwfununtpjwip upbih b 6winpwiw) PUM hGuwnhwintinh gpunwpwinti:
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RBEdw)h wpnhwlywbnipjnlGp
hdbwywl  wwwdwelbpp  rpnGgny  wwyiwhwdnpjws GO Puwqiunugb iyl
hwtludpgagph (PUR) jnupwhunncly wpnhwlwGnepynulp hGwnlyw G

Unwohl htipphl- nw dwdwlwlwhhg hwiwlwpgbph wrwGdbwlyh pwpnnipynGG £, pGgp
huwulnd £ w)l dwhwpnwyh, np hGdnpdwghugh whebijh hnupbph wwindwneny LUEGupnGwgywé
nEGwywpnuip queGnd £ ng wpynuGwygbn, b bpp wisuh pwin dudwGwly t Swiuuyned
UEGwpnbwgywé Yurwwpiwd - hGSnptwghw)h thnfuwlgiwd L npnzdwh Juywgdwh gpus:

UnduynunbpuihlG hwiwlwpgbpp qGwiny  GnyGuwbu pwpnwinud B0 L upwpnibwynud GG
nwpptn whwh, nbnupwzhnjwd bipwhwiwywpgtp, npnlp nUGEG nwppbp dnblghnGuwy
pOntpwgpbph L uwwowplnd GG nwppbp wewplwywlwh  whpnypGhn: Onwlhg puwgh,
hwiwywpgh pwpnnipjwl pwpdpwgiwh htn Gblnkn heGnud t hntuwihnipynibp, b wowyb)
ndyupwlnui t dhwybpwt) Gopwhwiwlwngbnh hwliwpdbp Guuwnwluyht $nLolghw:

Gpupnpn, - (nudynn uGnhplbpp Yud Guhiwagdynn hwiwlwpgbpp hwdwhu wihwiwukn 66 L
pwfudwd. w) nwpwontpjwl 0kig; p) $nillyghnlwy wywing, pwbh np dwiwbwhwlyhg pwpn
guwlghpp unbnéynud GG thny we tiny, werwhdhG pnljw) GuwinwlGbphG hwiwuwnwuuwi:
Muwpq t, np Gdwl hwdwlywpgbpnud shw Shwubwywi Gywnwl L ShwuGwlws Gwfuwgdnn, L
nn npwip wnwpwgb] 60 L qupawind &G inbfulipjulwl qupqugdwip qnigplpwg {huy
qupqugiwl Swiwwwphny wnwywgwd hwiwhwpgbpp Guupws 366 UEGwpnOwgwé
nbywdwpnidnd):

Bppnpn, - pwg  gulgh  hwulwgnipinilp  Gawlwlnd b, np G ntlh . qupgqugiwh
hbwpwynpnipymGibp L dhowduyph thncthnfunipywlp hwpdwpybpne dhenglbp, wyn pynd pp
Yunnigdwéph L wwpwidbwpbph tintinfudwl Swiwwwphng: OphGuwly, puwg dpwagnpwjhi
hudwlwpgh nbwpned dpwapwhb wwwhnddwh thnthnfunidp L pGrgw)Gnudp hGwpwnp E hkGg
hn qnponiGbinupjwt plpwgpnid: Spwopwihl wwwhndwh quipqugniip wknh t nuGkGnud pw
:lewu&wﬁ nunnnipjwdp, hhildwé popGuwdwn, wihwinwlyws, hwiwgnpdwlgnn dnnayGhph
nw:

2nppnpn, - wndna / dnphyp YnduynunbpwihG shengltiph qupqugntdp, bpp Gpw Gawldwh
wdpnng pGPnpdwghwl L rbunipulbpp pwpfujwd G0 gwlgh wwppkp hwlqniyghbpnud,
wwhwbgned t hwnnprwlgdwd L hwzdwnliwd nuuwlws dnnbGkph YEpwlwynud:

dtipp pbpdwd thwuwnbpp pwgwinpnud G0 Gnp rwqiwwpuwh nunnipjwl wewywgnudp
nOdnpdwghnl wbfulin nghwitiph L wphbunwlywt pwiwlwineg)wh whpnypnud. uw puzfudwé
hwiwlwpgbph  QuengiwG  Spwopw-tbpbiwjwlwh  dhengGhnh inpwiwpwiwlwh
(whiwgonudld t nu pnnG qupgqugnudp, hGsp Ghpwend b PU3-p, L Gpw jnipwhwwnnd
UhpwnnugntGObpp: Uy plwguijwenid  ppwlwbwgyb; b pwquwphy hbEnwgnunwlywh
bwfuwqobp L niédly G0 Yhpwewlwd fubnhpGbp nwppbp wrwplwiwlws whpneypltiph
hwdwp:  Uzk0p hup://www.agentlink.org L http://agentsumbe.edu Gwjptipp, PACT (Palo Alto
Collaborative  Testbed) hwdwlwpgp Swfwnil pwzfufwé  hwidwgnpdwligwhb GnnLiGLph
wbifulinnghwlwl L unghninghwlwG  YipdwépGtiph nuunuGwuppiwG hwidswp, SPARTA
hwiwlwpgn guigbph wwanwwidwénipiwl pupbwyiws hwdwp, OASIS onwihG nunhbtph
nGGwdwpiwl hwiwlwpgp  wy hwdwluipgbn, npnip wtuwwnnd GG wnbwnpwjhl (Kasbah),
wihwinwlwh  dwnuynipincGibph dwnnigdwi{Maxims L Newt t-thnunh L bGhwpnGught
OnpruppntlGph quuiwl  hwiwp  hwdwlwpgbp), thGnpdwi L wy| fulinhpGtph  hbwn:

© National Library of Armenia



hGunwgnuinupynLiGhpp h hwyin G phpned Gl Gnp fuGnppGtp, hwnlwubu hwnnppubgiwd,
hwiwgnpéwlgdwh b npnztwG Yuwjwgdwh whpnypn:

Lwfuwgéynn  hwiwlwpgbpp  npnpunh unwlnwpubbphl  pwdwpwpnn  plnhwinip
wwhwlglbphg pwgh gwllywih t np nlbGwE  Yhpwrwlws tnuddnn funph  huwiiwp
pOnpwopuiiwl Gl wy hwwnlnpjnbGtn: Yhuowplynn - qubgbkph wwnuwliwh -
UbpwrwlwlG  fulnph  wbuwGlyniGhg bwplnp &G hGGg  hpbGg”  wqbGwnGhph
‘wuwnwwidwsnpnilp /pwig pwlwihGeph dwlwprwyny/ L puwlwlwlwh
btgpwhwlgnudGbph  Gwwnwpowb nibwlynipynilip  fophGul, unwinwpwn  Juwpphg 26ndwi
huwynbwpbipdwl  hwdwp/ npwbu  pwpnnpwG hwnpwhwnpiwl  wypGupwip  /njw Gbph
wEniwh dwlywpnuyny/: Loy wwhwlebbpp Ywpbnp GG Gwl wyG gwlgtph hwdwp, npnbp
ppuwywiwglnd 60 nhuwpynd b dEowéwwy ghwniwthnpatph  wwiGbph  dbppnignedg,
gnhnuyht hwdwlwngbpp, nidjw) Gph hnupbph hwidwljwpgbpp L wyG:

Uzfuwnwiiph GuwwwlyG nu fluGnhpGhpp
Uzfuwinwilpp wnwpyb) b hbulyuwy nuannepynLiGbpny.
¢ Cupdml b pwlwlywiuyhG épwgpuyhl wqbGnGbph wwhweynn hwinynepyniGliipny
odwnjwd gwlgwjha hlpGwlwp-hwiwgnpdwliguyhl hwdwlwpgh
Swpnwpwwbnmppwl  deppneend L Gwhuwgéndd, wwwhnybiny - hwiwlwpgh
wwnwuwldwénipinip L hwiwlhwpgh  Juppp GnGhunphGgp L Ubninudnudp,
26nnudGEph hwjnbwptpiwh Gwywnwlng: .
o Uwljws Swpnwpwuybnmppul hhiwl dnw épwgpuihl webGunuwghb hl-UleUl{Lunqh
unbnénd b thnpdGwljwh hhpwnenegyniGGhph nuunuiGwuhpnud:
e Swiwlwpgh pwnunphsGbph wwonwwiywsnipjwi nidbnwgiwh L pu.![luuqmﬁw}hﬁ
Ubpiniédwl  wignphpdlbiph  wpyneGwybin  GhpppowG hﬁmnwl{nnmp;mughnh
nwunuilwuppned:

Jtnwqrndws opjblinp

bnwgnuiwh opjhwp nw hbpwhwnnpnwlgiwl, wpdniG GpwgpuyhG Unntph
oquwgnpotwl, nbnwpwpfudwé dpwgpuyhl Ynnbph hwiwgqnpdwlhgnipwl L npwig dkly
pOnhwCnip GuwinwlhG dwrwkglGbint fulinhpGbpl 5G: Ujuwnbn gubguhl hwnnprwygnip g
niapunud - hiwgnundwG - Ywplnp plwqudwe  E opGlupnd L wwhwugyyg
hwiwgnpéwlgnipjwl  wighwgdwl  wpdwlwgpnepniGGbph  Yuqunudp: POpGuwywp
Pwliwlwluwhl  wobGnGkph  gnpémbbnipyniGp  nhGwdhy  pwqiwwgbin  hwdwlwpgn s

wwhuwlignud £ pnhwlnup dwowynipinillbph wuwhnynd - pwg-twl pwGwihGen, D0nhwiingp -

dwiwlwy, pwpdwgynn dpugpuyiG Ynnbp: Ibnwgnuinyty b6 Gwl hwiwywpgh Yhpwngyg
hGwn Ywwywé fulinhpltip, Gepwnbiny Ywewwpdws L gwigbph wwonwwiiwb YwphpGbpp:

bunwgnundwh dkpnnbbipp

AGunwgnnnepyniGibph  Swpbdwhywlwl hpdp &G hwhnhuwinud  hwiwlwpgbpp
wpwiwpwlwlwi dwlhwpnwbh dnnbunpnuip, qniquhbn wpngbuGbph hwiiwgnpéwlgiwg
(CSP) wnbunipjnilip, guliguwyhi épwopwinpiwl L wnwpluywninjwé  dpwgpuidnpiwi
dbpnnatpp:

UpmynulipGliph ghuwlywG GnpnupyntGp

*  Lwhuwgéyt; L ppwhwlwgyt; E hiplwjwp  pwlwlwiuyhl wrwplwlbph
PwqinipynulGbph  hwiwgnpdwlygnupywb gnnbjwnpiwl  Shpwduwyp  dpuwigpwyhl
wqblnbbph hwdiwywngh (Netint(Networked Intelligence)) wbupnd: Iwdwlwpgp
hudwwunwuluwtnud | npnpond gnpénn - unwbnwpoGbph wwhwGeGbph, |
twlwlnpbG pwpbunud b bp Gwhuwinhy SPARTA hwiwlwngh plnipwanbpp -
wwznwwbywéenipnil, pwiwlwlwhG YeppnugnipniG unwinwpn qupphg bndwg
hwyinGwpbipdusdp:

o Unnblwynpdwl hwiwywpgh  hwidwp dawldty GG GhpphG hwnnpnwygiws
wpdwlwqpnipniGGbp, npnlp hpwlwlwgws 66 pug pwlwihGbph uygpnilph
oquwgnpéiwdp  Updwlwgpnipynilbtnp unwgyt] 66 hwnnpnulgnnlbph L
GEpfuntdnnh qnpénnnpynLGhtph npdwgh dnnbwynpiw, depniétwd L wn dhengny
= Gpw nudbnwgtwG hhowd Ypw:

°  Jwdwlwpgbph wwanwwiiwh Gnp 26nunh unbnéiwh Guwwnwyny dawliyby t /pwg/
onwgpuyhlh ynn, hwiwipywsd  wqblnGbph L dpwapbph qpuibgiwh L Gpwig
hwuwGbih tw) GEph wbniwe wignpppdGbpny:

Unwgywé wnynLGplbph GhpwewlwG Gwlhwlnipjnilp

Uinbnéywsé  Yhpwewyws  anpdhpp hiwpwynpniginib £ twihu Gnnblwinpt
hOplbudwp  dpwgpuiht Unntph  wpmynbwybn hwdwgnpéwygdwn wnbubninghwotpp:
Vwubwynpwwby (w Yuwpnn t oguinwagnpéyty wnyjwyltph Jbppnddwl DAM annnuh inbupny,
nnp wwjwhnyned b hwdwlwpgnud LOG Pwyibph Gawynudp i bbnh whntwh wignphpdlb&ph
dhengny: NYhunwnplyywé Unbypbn Yhpwrnipnbabpp wrlsynd 6O guwbgkph Yuwrwywpiwhb ne
Wuwunwuwodwlp, vwlw hwiwywngp moh wybh (wi Uhpwredwlb ngppun - fp.wnlannip,
thGwnpnud, wipnngwlwlnipjwl unnignud L wwhuwjwnig:

Lbkpnpnudlbip

<hibwlwh  Obpnpnusp Ywwwpdty £ gwbgtph yGpwhuydws L wwhuwywhiwh
fubnhpotpnud: <hiGwlwl Obpnpdw gnndhpp nw DAM Glpwhwiwlwngt &, npp ujennud £
wunghwinhy Ywlnblbp gnpdnnnipyncGlbph gnwligdwl LOG $uybph dawldwh dheongny,
SNORT hwdwlwngh htwn hwiiwgnpduwlygiw b Yui wewig npw: Fwidwlwngp Ghpnpdws
PUTNP quiguyhG dh npdwonid L Infoservice Yuwqiwlbnwnipjwl guibgng, uyjwuwnytpny
unwinwpunwgdwt L hwywunwgpdwh Sdwnuwynipnblbph nuwbbph - thnfuwbwldwa
hnupbipp: Unbnéuwé wuwunywiwlwt punwipp (pugnighs t Uppwnwlwl Ynhwingpwphuyh
dtipnniGph  GYundwdp: Ppwlwliwgdty b6 Gwl YhpwnwlywG Spwapuyhl  thwpbplbph
Wwpwibinnpbph wdnndwan Yupguynpiwh qnnéplpwglhip: .

Muwzunwwinpjwip Ghphwjwgynud GG htulywy npnyphhpp

¢ hOpGwywp qnpéplpwiglliphg bwqijwé hwdwyuwnpgtip), wpfuwinwlph wwwhndwd
Ghpwhwiwlwnqbph /fubnhpleph/ L hwiwlwpgh  npwiwpwiulwa Gwlwpnwih
dnnbh Juquncd: 2

o Jwdwlywnpquyhh SwnwinipynLGGbph lwhiwgénd L hpwlwlwgnuy - waklunwha
ubpybp, qpwGgiwh L Ynnkph ubipytiplbn, pOnhwinip dwdwhwl, puwg pwlwhGbph
hwiwlwpg:

e Jwnnprulgdwi Wwhwwiyws wpdwlbwgmmepnLGikph Gwfuwgdnud L
hpwlwhwgnud: ;

°  OpwapwhG hwiwluwpgh plwnbkgpnud L odwlinui hwiwlwnpgbiph hbwn /SNORT, Data
Mining/ hwiwanpéwygnipjwi hpwlwbwgnud:

*  Yhpwnwlwh ugkGwnpGkph hpwhwbwgnd  Yuiwyws  ndjwy Gliph hwjwpdwi L
Gwldwl L wyn dhongny quigh wwhwwiiwh mdbnugiwi L wwnwibkwpkph
wiinniwin jupgwynpiws hbwn:

Uunwgywé wpmyniGpGhiph wunnpwghwi

hdbwlywl npnuplbpl nt wpynilpGlpp qblnigdty 66 33 quu hadnpdunnpljugh L
wywnniwnwgiwl wpnpbdGbph  pGuwnpnnunh L unnpupwdwnidGbph  ubdhGwnpGbpnugd,
AM63 L3 L b nEwwpnwditnh 38 wiphnbh  ubdhGwplbpnud L «4nduynuinbpuyghl
ghuinpynuliGliph L hGpnpdwghnG ikfuGninghwGbph» dhowqquyhb YnGdbpwihubbpnud (CSIT-
03): Uzfluwinwbpbbpp Yuwywdé GG SPARTA (Security Policy Adaptation Reinforced through
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Agents) ghwnw-hbinwgnunuwijwi Gwjuwagéh hbwn, npp dawlyby t GupnhwiéGwdnnnuh 5-pn
2npwlwluyhl  épwgph  IST-12637, 2000-2001 L npw  Gwwwhgnipjwip qblniglt; &G
hwidwwwinwuuwt-ubdhGwpGBpnLd:

FpwunwpwlnipnibGbpp
] Unblwhununipjwl pbdwyny hpwwnwpwiydwé GG 4 ghnwlhwG hnndwé, npnig gnigulyp
phpdwd b wfuwinwbph yepgned:

Uzhuwwnwbph Juenigdwépp L dunjuwyp

UnbGlwfunumippnilp  punlugwé L GhpwonwpyniGhg, 4 gfuhg, bgpuwhwGgnishg,
oguwgnpdywé gpuwlwinipywl guibhg L hwybiwéhg: Upfuwnwlph dwiwip 145 te &, nph
dbp Gtpwndwé b Gwk Ghwp, oquwgnpéywéd gpuljwbnepywl gwblp L hwybwép:

UShuusuLer paJdULAUUNHB3NFLE

LbpwémpiwlG  dbp  hhdGuwynplwés GO pbdwh  hpwwwnipinlGG o
wpnhwlywinipynilp, hbnwgnuinipywl GujwinwlG n hpdGwlwa fubnhplbpp, dLwlbpwyws 6o
nunuiGwuhpdwG  opyeywnbbpp L depnnGbpp: Lpdwéd B0 wprynubplbph Gnpnepynilp L
wpfuwwnwlph  gnpéGwlhwd wpdbpp: Shwwpydws GG hhdGwlwh  fuGnhpGbpp, npnip
hGnwgnuned 66 wwblwjununipjwlb  dby, phGswybu  Gwl  Gpwig npwiwpwiwlwi
Lwwydwénipyntbp:

UnwphhG aqifuh wrewphl hwwndwénid wpwnpdnid L dbppneédned 60wyl huywnGh
hpdGwnpnyplbpp, npnGp  hpdp 60 Swouwytp hO0pOwdwn  wewplwlbph L Gnwg
hwdwgnpéwlgnipjwl dnnbpwdnpdwh hwdwlwpgh Gwuwgédwh hwdwp: Lbnyuywgywes ¢
Spwopwht wqblwh vwhiwbnudp, hhdGwlwh hwnbnuenuGGhpp L nuuwlwpgnudp:
bplpnpn huweifwdp Gdhpwé b pwqdwwgbGuwhG hwiwlwpgbph, wybnbn wbnph nLGhgnn
ghowqbtilinuwyht  hwpwpbpnipyniGbbphl, hGswbu  Owlk  weblnGbph L Pwqiwwgktn
hwiwlywpgbipp unwinwpuGbpha:

Gpupnpn _qjfuntd  GEplwjugdnid t Gwfuwqodwé  dpwgpuihG wobGnwh(
hwiwhwpgh  Yuwemgdwépp: WO ppwiwliwgdwd b wowhdbwgywsd L nlngéywe
Ghpwhwiwhwpqtiph  hwiwgnpéwygnipjwl  wbupnd L uwnwinwpulbphlG fuhuwn
hwiwwwunwujuwbnegyuwdp: PEpdl 66 whwuwihl Yppwenipynibbtp gnigwnpbing Ywqiywe
Owfuwagdh wpynibwybwninegniGp
0wl ywenigwépn hbwnbywil . Netint wqbln hwppwlGbpp, npnip  Gwb Yngynis g
wqbOw ubipdbplGtip, wbnunpjwéd B0 npnawlh pwlwlnipjudp 0EpGOWGEPR Ypw, - Shwgyuwg
G0 dhdjwig L Ywqind G gulg: W0 dbpkGwbpp, npnlg Jpw nbnunpwé 60wkl
utipdbpGbpp Yulywlblp hwhonyglbip: UgtGw ubipdtipGtpp hbwpwynpnipmel nuGhG oguy
dbptGwyp Ynndhg wpwiwnpwéd wu Jwd wyl rbunipuGbphg: Opwopuihl wqblinGbpp
nbnwipnfudmd GG oh hwignyghg  §nwp,  ppwlwiwglbing  Gwhnuwbu  Opwig
hwldbwpwpywé gnpénnnepyncGlbip: Lpwlp Yepglined L thnfuwGwynud 66 hopopdwghwd, Yuwd
wyl GGpwplnid &G YGppnuddwa, L wyGnihbwnl tnfuwGwinud B Jbppneédwi wpnynepGbpp: Uu
Gwlhwwwphny Opwip humwdwyGbghnid 66 hwdwlwpgbph wwpwdtnpbpp, thGwnpnd 66
whuwppnipyniGtp, L qulbint nbwpnd  Yuwwpnud GG npnawlbh  gnpénnnupyntlGhp
wluwppnipnilp Yuiy hudwGiwG wigwilywp w)) Juppp Ubpuglbint Guunwyny:

Netint wobiliinuyhG hwiwlwpgp pwnluwgwé t 4 hhibwlwh opwhwiwlwpgkphg.
e Uqgklw ubpybip (AgentServer)
*  Opulgdwb ubpybp(RegistryServer)
e Fhilwlwb Ynnkph ukpytp(CedeBaseServer)

6

e Netint Jtip ubipytip (NetintWebServer)

AgentServer: AgentServer-h hhdGwlwl qnpéniGhnipniGo ¢ wiywhndb] whhpwdtizn
dhonglbp wqbfinGbp pOnnilbint, wzhuwnbglbing L inbnwihnfubint hwdwp, wjuhGpl w)G
wpunwphl dhpwdwynphg unwinid £ wgblnGbp L hGwpwynpngpnid nwhu Gnwig Yuwwnwpybg
pp dhewduwjpnud, whhpwdbunipjwi gbupnid npwidwnpbing  depEGwpwlwb rbunipulbp,
wjlnchtiink nuquplby wobGunhG hwenpn duypp: PenOwynpybiny AgentServer—p qpubgnid t
RegistryServer-nid, npp Ywpnn b qubgb wy dbpbGugh dpw, L nwninud £ hwuwibh
wqblnbGbph hwdwn: AgentServer-f hhiGwiljw pwnuwnpwiwubphg dbyp Place-0 &, npunkin
h&Gg wafuwwnnd GG wqblGunlbpp: U hhaGwlywG punuwnpwiwup hndnlbhywnnplbpt GG,
npnlg dhgngny Yuwwnwpnid b ndjwiGhph, hGswbu Guwl wqblinbbph nbnwzwndp ubpybplkph
dhpl:

RegistryServer: 3wiwlwpgnid Jwplnp GzwOwynipynih nilh Gpuigiwl ubpdbpp, wyl
hpkGhg Gbiplwjwglnud & dhewywyp, npuntin qnulgynud 66 gulgnd Gnwé pninp UqkGn
ubpubplbpp, dhdjwag htin hwiwgnpéwygbint hwiwp: SpuGgiwh ubipybipp gubgned nuGbGnLd
t hwwnniy wnhwh hwugh, npp hnwgGnud b gulignud Gpw quilyGne Jujpp npngbip: Ujuintin
qpwigybine hwiwp oguwgnpéynud 66 whywbnudGtph hunndl hwiwlwng: UtpdbpGtpp,
wqblwnblipp, YndmGhywwnpGbppg L wbnkpp (place) niGkG hpbig whdwlnuiGbpp wipnno
hwdwlywpgned b uyn wijwinuiGhpp nGhyw) GG:

CodeBaseServer: Ipdbwlwh Ynnbiph ubpybpp Gwhwinbudws t dpwgpuight Ynnkph,
ophbwly  wqklwnbbph, wwwhniwG hwiwp:  Unbnédws dhowduipnid  wju  ubpybpp
ptnbwdnpynud t wrwGahG hwignygh Upw, nphg hbwn qpuwlgdnud b Gpwbgdwh ubpybpncd:
Gpp whhpwdbannipnih £ wnwowlnid Ywunwpb) Apbt wobu, wujw wqbklwh dpwgpuwyhh
Unnp thGupyned b nijwy hwigniygh Upw, nphg hwn ghdgnd t IhdGuwlwh Yanbph ubpdbpha,
njuw) wabGuh Ynnp wwhwGony:

NetlntWebServer.  Uu Bhpwhuwdwlwpgh dhongny dhjwlg htwn hwnnppwlgynid G
wnwldhb |nljw) guhgknnud qunbunn Netint hwdwlwpgbpp wyl hp dbe wwpnlGwlnud b Gule
CA (Certificate Authority) ubmbp, npp wpwdwnpnud qunnbwqpdwl hwiwp whhpwdtn
pwlw hGhpp:

Glhpwhwiwhuwpgbpp Yuwwy 6O hwunwwnnud dhijwlg htin oquwgnpstiny Socket Yuuwh
dhgngp L Java RMI UndniGhYwghnG Ghengp: tpghbu hGwpwdnpnugyneld £ wwihu wybh
wpnnibwybn - oquiwgnpoby  wewplwywninyws  dpwanpwynpiw hGwpwynpnigniGGkpp:
hednpdwghwih  thnfuwGwynuip  hpwlwlwgymyd k YndniGhyunnplbph  Ghengny, npnip
wuwhndnid 56 dhwwnpy hlnbpdtju: NetintWebServer-p  qnuuligiwG hwiwlwpgbph htn
hwdwqnpéwlgnud t Soket-Gph dhpngnd, oquwgnpékind TCP/IP wpdwlwgpnipynilp:

UqgklinGbph thnfuhwiwagnpéwlgnipinilin .

OpjtlpnGliph hwdwgnpéwlgnipjwl L YnnpnhGwghwih dbfuwGhqip pwquiwwgbGuuwghh
hwdwlwpgnud hhiGywé k dbhp Gynwuhb twpbiph nunupliws Whwit uinwgiwh hhiwh pws:
Cuwn thnfuwbgynn uifjwGEph Ywpnn klp wnwidbwglb]”

e Syjwilbph nbnwihnfunugd:

e UqlilinGEph wbnwihnfunud;

Sty Gbpfr tnbrunpinfudwl wihpwdtunnupyniGp Swonud k w)G dwdwlwh Gpp nplt wgbGn hGs-
nn thwpbp b ninuplynud wy) webkGnbtph:

Ul AgentServernii th wgklwh Ynndhg djntuh thwpbip-hwnnpnwgpnipjw@ nuqwplnidp
Ghwpuwaqpyned £ htilyw; Yepw:
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L. 2: UgkGunGph hwiwgnpéwlgnipniGp AgentServer-nud:

Ninwplnn wqbiGnp Gufuopnp hdwGwny w)G wqklinh hwughkl, nphG whwp b nunuplyky
hwnnpnwqpnupyntlp, dkwynpnud t dwpbp L nuqwpynud £ wyG hp Place-hG: Place-p uwnwgnn
wqbhlwnhb thGwnpnud £ hp gnigulynud: Gpk UtipghGu qunGunud t, www tiwpbpp nequiplynud t
Opwl: Iwlwnwl nbwpnid thwpbkpp thnfuwlgynid b wybh pwpdp dwhwpnuwl’  wpdbng
AgentServer-h Jwldwip: !

Llhwp 3-nud wwuinybpdws b wqblnwhlG hwiwlwpgtph hwidwgnpowlgnipniGp |nljw
quilignid wqbkGnbph L indjwiGkph nbnuwihnfudwa dwiwbwly: Uh wgbln hwiwlwpghg nbup
djniy wqbfitn  hwdwywpg  ndjuy Ghp Jwd  wqblun  wnbnwihnfubint  dwiwlwl ghe
Gwlwynipynil niGEG Communicator nswé wqblwnbbpp, npnip wpngbinnipuwgh hGpwlyw
Yuash dhengny(RPC) Ywpnnwinud kG Ywuyty okl niphz hwiwlwpgh Communicator-h hbw, L
Onwa thnfuwGgh) widjwyGpp:

StywGbph wnbnwihnfunipjwG uhhgep Yunwpynud ¢ GnyG Yepy hlswbu wqbGunGtph
wjuwbu  Ynsfwd  (nhwp  hwiwgnpowlygnppwlG  pbwpnud:  UuhGpl wqbGw-nLnwplnnp
ALujnpnud L nuqwplnud b hwptip, npp wpnbG ghnwplwé ufubdugny hwoGned wgkln
ubpdbphb, np0 b pp hbpphl wbnwihntunipywl  whhpwdbpnnipjwl nbwpnud nuwnynud k
thwplipp  nbnuipnfudwG wqbGwhb, npp Ynsynud & AgentCommunicator: UhGs nuwnlbp
nfwilbpp  Ynnwdnpnud BG, nphg hbon nuqwplnnp thopaned E wwonwwijws  Guy
hwuwnwinkp unwgnnh htwn, hhoGdtny Yphuwnngpwphy wpdwlwgpnipynilibph Ypu:

Agent Admin ] [ Admm Agent
Seaver |Communicator Communicalor | Server
i Place
[P el ] Mobile Agenis BRr ™ |
[ A J as Content LA J
e 1
o)
\ L
Agent Agenl
g:mmwﬂ] - u(‘.'umm:a:ur

LY. 3: Ughliwnltph hwiwgnpéwygnipnilp Netint hwiwlwpgnd:

Tw nhowpywé bogifund 3-nui:  AgentCommunicator-p Ywiy  hwuwnwinbiny hbrwlyw
hwlqgniygh hwiwwwwnwufuwl AgentCommunicator-h hbin niqwplnud £ GpwlG wdyw Gbpp:
depphlu, dLunjppnid b hwiwwwoiwueluwG thwpbp, npnud Gdwé £ unwgnnh hwughG L
ninupymd £ wyn trpbipp hp hwdwlwpgh wqkGun ubipybphG: UgbGwn ubpdbpp wpnbG
Yuwwwpnud bt hwuwpwl Swpzpnunhqughwt hp hwiwlwnpgnud, npp wpnbb nhuwplyyty tp
LY hwdwgnpéwlgnipywG zppwiwlGbpnd:

UgliinGbph  winbnuupnfumdp 6h Ynndhg GowG ¢ dbpp  nhunwpldwé  njuyGepp
wbnwihnfudwdp, huy gne Yondhg wrwpwlnd BG dh Jwpp fulinhpGtp:  Wuwnbn, hOswbu L
dbpp nhuwpydwé nwyGbph nbnuidinfuswl niwpnd wnwewGnud &6 ndywiGbph (Gl
wqblwh Ynnh) ubiphwihquighuyh L nb-ubphwihqughwih, Ynnwinpdwh b wwwynpwynpsw,
newpldwt b uinwgdwl fubnppbbipp: Yww)6 wiu nbwpncd wbnwihnfudwa fuGnhpp npwlng sh
wywpuynud: UgkGunGhph nbnunhnfudwl dwiwbwly 666 nbp t fuwnnud wpnbl wqbkGunph

8

wluwnwiph L JpSwlh  SwuhG nyunObph - wwhuwiindp,  wqbGnh gnponLGbnipywl
wywpwnuip Gp hwdwlwpgned L dbpuyundp Ywd pwpniGwlmdp Gjniunc: Wy nbwpnud,
hOswbu wpnbl wuyb] t weblnp L Gpw wzfuwnwliph wpynelplbpp thnfuwbgyniy GG ubly
hwiwlwnpghg djnup b wyn hwiwywpgnud wabGup nunwih Ypbpd pnnwplynus wjuhbpl
unbindynid £ wqblwh Gnp ophlwl, npp uwluyl hwadh YweGh Guwpunpn hwdwljwpgned
Uniinwljws thnpép L wphuwnwipp wnmyntbplbpp: Gpb Bh hwidiwlwpghg Gjniup thnhuwbgywsd
wqblwnh épwapuyhlG 4nnp gnynegynil sniGh wyn hwdwlwngned, www 4spghlu pp hwinndly
(CodeBaseCommunicator) Lwujh wqblwnh Ghengnd hwiwlwpgned  Yuiy k unbknénud
CodeBaseServerh hbu: CodeBaseServer-p ytipgltiny duwyitiphg, Ywd ufjuGeph hkGpkphg
WwhusGpynn Ynap, uwmbnénud t npu onhlwyp (object) L wjd Jbpwnwpabad t wqgblwn
ubipdtiphb: UGwgwép Gwwnwnyned £ Ybipp Gadwé GnwiwyGspmy:

Netint hwiwywnpgnid  Yupbnp  Ywphplbphg  t dwidiugnigh  uhlfunnbpquaful
dwiwgnygh wiGnnipjwl wwindwneny wnwewgwd fulnhpbpp Yuuywé GG dwiwbwlh
nwlnughG - wonwliwlh  fuwhindwl bk, npp  hpolwywlnd  wgnnd £ pwzbudws
hwiwlwnpgtiph dpw: Wuwnbn wrwewgnn hhiGwlywh fuGinhplbphg b wobGnGbph Yuinwpdwa
Ghawn htppwlwbnepnilp: bpp waklwp 0p hwhqniyghg wnbnuipnfudnud t §jnwe hwiqniygp
www hGwnwdnp t, np Gpw Ghppha dwiwgngp nwppbpih plpnpn hwhgnygh dwiwgnyghg
L wyn wqbGnp Yunwndp wdbih znon put wlhpuwdbawn £, Yws pGnhwlpwwbu sywunwnyh:
Lnuédwh huniwp hwiwlwpgnd Obpnpdby 66 hwyinGh GnubgnuiGlip, npnip GG Pphunhwih
wignphpdp L Network Time Protocol (NTP) wndwlwgpnepynip:

Netint hwidwlwpgnud Netint Web ubpytpp ogunwgnpénid £ NTP wpdwlwapnipnilp
(nhw| gwlgbpnid wnbnwlwiwé RegistryServer-h  hbn Juwy hwunwinbine  hwdwp:  Uu
wpdwlwgnnipjwl thengny RegistryServer-Gtinhg intpwpwlynipp upGfupnGhqugbnd t hp
dwiwgnygh wyluwwnwpp ubpytph htiv, nphg hbwnn oquuwgnpébiny 2phunhwih wignphpip
ulunul £ nljw) gwignud quliynn AgentServer-Gtiph htiin upGlupnGhquighwa:

Lbphuywgws GG wwppbp fulinhpGhp, npnGg  |nuddwh  hwdwp ogquiwgnpoduwd &G
Opwapuwihl woblunbbpp: Wn fubnhplph GG : :
lGnhp 1: Loljw; gulgrd hwlwdhpniup wbnunpnuip b pwpdwgnudp:  Uju fuGnph
thnpdwplynuip wpydbp £ “Avp Kaspersky Anti-Virus” hwywdhpnwh Jpw: Lwhiwgéywéd L
hpwlwlwgws k épwgpwihl wqbGunGtph sh funwdp, npp Gwwnwpnud £ uygn (nudnudp:
fulinhp 2: Lnljw) gwagh dnGhwinphlg L Ghipfuniddwh hwynGwpapnud: tulnph |nLddwh hwidwp
hpwywlwgdwés ¢ Netint  hwiwlwpgnid hwiwgnpéwlgnn  Spwgpwihli  wqbGwGtkph
hwiwfunuip, npnGp oquiwgnpdnud 64 Snort hwdwlwngh wpwiwnpwé dhenghbipp:
uGnhp 3: ping wqnwbzw(h hwynlwpbpnug wpunwphl dhewluyphg: Gopwnpdnid , np nuGkGp
(njwy guwlg, npp qinpw] gwighg wrwGdGwgwsd b firewall -n: U qulgp niGh Gepphh
hwugtiwynpnid: Gpk firewall —h Ghongny wngbwihwlblp Gpu BYnn papnp wyb thwphiplhpp,
npn(g Obipphl quigp sh Swlwsnud, www wpunwphl 1P hwugkGbpny gwupbplbp swhunp ¢
nhunwplyl gulgnud: 36nbwpwp bpk Yw wjnwhuh thwpbpllin, www Ywpbih b wuby, np
firewall-p GOpwplyby t hwpdwlydwd L thnthnfudb £ Gpw wuwnwbunpbpp: Uzwlydwd YubnGGepp
hwjunlwpbpnud 6 wyn thwpkplbph welwynipynclp:
uGnhp 4: telnet-h wlwhynipjwb huyinlwpbpnudp: Telnet-p Wiy dhowduwyp t, npp
ogquuwgnpdynud b hinwlw hwiwlwpgbpnud dnung (hobpne b wpfuwntine hwdwp: Uunbn
guiywgwés hGdnpdwghw thnfuwbgdnls k Pwg wnbkipunny, wn pdmd Gwbk oquiwgnpénnh
wlnlp L qununGwghpp: Uzwldwé LwhnGGtph oqlinipjwdp gwlignid hwyinGwpbpdnud t ng
unwlnwpw port-h Ypw wztuwnnn telnet dpwahpp:
tulinhp 5: «Nimda Worm»- Jhpniup huywnGwpbpnudp: «Nimda Worm» - p nu dhpnw t, npp
ununpubwl SwhwwwphGtpny sh huynGwpbpynid, pwlh np wwpwéynd t 2 wwppbp
wpdwlwgpnip)niGitph  dhengny: Unwghl wpdwlwagpnipnilp e SMTP b kiupnGuht
thnuwnh wpdwGwagpnepynillb t: Gpypnpny” HTTP-G L, npp oqunwgnpéunid t hGwbpGbwnwh
thwpbiplbnp unwbwpne hwdwp:
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Gpb Uppniup Ywpnnuwgt t GEplunudt) hwiwlwpg, www OGw hpbl nbnwnpnid £ HTTP Jbp
ubpybph Ypw, L thopénud b wyn wpdwGwgpnipjwl dhengny Juwpwlb] Gwl d0wgwd
hwlgngbbpp:
«Nimda Worm» yhpniup wnluwjnipnibp Jupbih bt bwjwnbwpbpt), Gpb nhunwpybip TCP-h
hGwnlyw| hwnnpnwagpnipyntGObpp’
e 80 port-hG Llhwd hwnnpnwgpnipntlip, npp wwpniOwlyned £ |2e6f7065 6e282272
6561646d 652e652e 656d6¢| pwjptph hwenpnwlwbnepynclp:
¢ 25 port-hG blwé hwnnpnwagpnepinibp, npp wwpnibwlyned t |2e6f7065 |6e616d65
3d227265 61646d65 2e657865 22| pwjpbph hwenpnwlwbnipjnibp:

Uwlqwsd YubnGGEpp eqlnipjwdp Gwnbip £ hwjmbwpbpb wju yhpnwhl, pw)g pwgh nw wju
JwlOnGObpp dpwlwé 6O wylwbu, np hwyunGwpbpsd pb h0y Jwwbp Jwl wpunwphG
Ghowduyphg, pwbGh np Gpt dhpnwp qupwlb £ wu hwbGgniygp, www Ow GYE t owy
hwlgntyghg oquwgnpdbny Gnuyl wpdwbwgpnepniGGbpp:

Uju ophGuwlGbpp fulGnphpGeph dhwyG thnpp dwulb GO Qwqdned, npnlp Gwpnn GG (nuodb)
Netint hwdwlwnpgh Shengny: IpdbyLiny (nLddwé fulnhplbph pwqiwquinepjwh Jpw, Jupbh
t wuk|, np hwiwlwnpgp pGngpynid t fuGnhpObph pwjb wnhpnyp:

GEppnpn ginifup Gdhpdwd t Netint hwdwlwpgnid dhewqbGunwgh0 hwiwgnpéwlgnipjwa
wpdwlwagpnipntGObph:
UghGwbbph hwdwlwpgbpp dhundwéd 60 hwiwlwpgiwG pwpn  fulinhpGbph  (nLédwhp
hGswhuhG £ ophOwl gwigbph wwwnwwliwh fubnhpp: Ophlwly wyGhwjwn k, np gwhgbpp
wwzinwuwbbntd nbwy hobpne hwdiwp wqbklunbbph wbwp E hpblp wwaunwwbdws (hGkG:
Netlnt hwiwlwpgp wju  wenwing  ndbnugbnud t ppkG  Gwpunpnnn  hwdwlywpgbpp,
Gbpdnuébiny  wqbkOwnObph  pwg-thwl pwlwihGbph oqlnipjwip  wwzwnwwlbne  dhengp:
Ugblwnwjhl hwiwlhwpgh wyhuwwnwipp juwywd b hwnnpnuygdwh nwppbp ugkGwpGbph
hpwlwlwgdwb htwn - wgblwp ubpdbph hGwn nph hulnanupjwb nwl wfuwnnd £ owyn
wwhh, hhdGwlhwb Gptp ubpybpbbph L wqbbnuwhG ubpdbpGEph pwqdnepyjwb dhele tnwpynn
hwnnpnwygnipyntlp,  dhe-  wqblunuwpl  hwnnpnwygnegnibp  wnwppbp  ubpdbpbbph
whpnypnid, - hGsp wwhwbonud £ Yhpwewlwl Ynhwyngpwphwh nwpptp GhengGbiph
hwdwnpnud: Lwhlwlywh Gwhiwgdnuihg hbGunn Yeppneddtp £ unbnddwéd wpdwbwagpnipjwb
hntuwghnepyniGp: Mwpqyby £ np wbuwlwb hwynbh wpyniGplph hhdwbG Ypw wgblw-
wqbln  hwnnpnwygnepjwl  wwynwwidwénipntp  wpblh £t pwpdpwglb:  UhLGnyG
dwlwlwy ndbnugyb] b wobklnhb pwlwihbGbph wpwdwnpdwl gnpéplpwgp hpkl 6Gnn
ubipybph Ynndhg L ubpybpp ybpwéyb| £ unuy pwlwihbbph thnfuwbgdwh dhengh:

Upwlp wwwnlwlnud &G0 fuGnhpGEph wylG nwuhG, npnGp wwwhnnud GG ndywyGepp
wuwinwwiyws thnfuwbwlnuip wohnwwih dhewduwypned, npnbn Yw Gwb Juwbg uwwd
hGwpwynp Gepfunidnnh gnpdnnnipyniGGeph hbw: LEWGD (hnfuwGwynudGbph wwwhnynuip b
npwihg phunn  wwonwwbjwénipwld wju jwd wyld hwwnynpniGGepp L dwlhwpnuwyh
wwwhnynuip Ywiudwé b yhpwnwlwb fuGnppg b tnwnwGyned t (wyb 2ppwlwlGGpnud: Unnpl
wju  fulnhpGEpp nhuwpldned 60 wgbGwbbph  $nGyghnbwy  thnfuhwiwgnpéwlignipjwh
wuwwhnyiwh nbuwlbwhg, hGsp hp dwuny, Juwwlwsd b Owl wqblnlbph hwuwpwlnipjwh
wwnwwldwh fuGnhpbeph htwn:

Lbpywjwgywd b wgblunuwyht hwiwlhwpgnd wwaunwwlgwd Juy wwwhndbine hwdwp
wlhpwdbin wpéwlwgpnepyntGbbpp, npnip  hhoGqwd GG hbnbyw)  Yphwungpwdhly
wndwlwgpnipntGbbiph Jpw:

1. 3wnnpnwgnpiwi wwnpq wpdwbwgpnipnth:
A -> B o (M]prs

fihgnip 4 -G ghwnp B -h pwg pwlwipG® pk(B):
w/ A -0 dwélwagpnud £ M hwnnprnwgpnepintGp {M}ﬂk(:‘i) =C Lnuuwpynd kb B -pa: -
10
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p/ B -0 wywynnwynpnid £ C dwélwanpywé nbpunp hdwlwiny hp sk(B8) thwl pwbw|h:
2. Pwg pwluwint unwgiwl wpdwbwgpnipnth:
A ->CA : B
CA -> A : (pk(B) }sktca -
A -0 nugnud £ unwOw| B -p pwg pwlwihb hwjwwwgnpiwl C4 YEGunpnbhg:
w/ A -0 nuquipynd £ dwélwanpbph C4 wwibbph hiGphG B -h whniGp, hGsp YGzwlbwlyh np
Gw nignud £ unwGw) Gpw pwg pwGwphG:
p/CA -G dwélwgpnud t pk(B)-G hp sk(CA) thwl pwlwihny, wjuhOpl EGYwnpnGwihl
uwnnpwgpntd wyl, b uw nuqwpynud £ A -pi:
g/ A-0Jtpswhnid b hwnnpnwagpnepintp CA -h pk(CA) pwlwint oqlnipjwip:
3. 3wnnpnubgiwl ubupwjh wighuwglwh wpdwiwgpnipntl:
A -> B: [(klprm
unphg LGpwnptGp, np hGs np nwpptipwynd 4 -0 ghwh B -h pwg pwlwihG pk(B):
w/Awnnprwlgiwhb ubuhwih wighugdwl hwdwp A -0 qEGkpwglnud £ wwwnwhwlwb Gh
pwlwh® 4, uvpdbwphy Yphupnngpwdphly wignphpind  Yhpwebne hwdwp: A -G
dwéljwgnpned £ & -0 pk(B) -ny L nunwpynud £ uylG B -hi:
p/ B -0 wwwynnwynpntd £ hwnnprwapnepynilp uinwiwny ubuhwh pwGu hG:
q/Gpunt ynnibpp Ynnwynpned GG hwnnpnuwygneppnillbpp ubuhwyh plGpwgpnad uhdbuphly
nnwynpiwh pwhwihnd, npG wydd hwjnGh b GpubGghg jnipwpwGsjniph:

Netint wgbGuwh0 hwdwlwpgnud wju wikGh ppwywiwgneda £
1.A5 wqblwn ubpdbpp pEnGwynpdbinig hbwnn phdnud b RS gpulbgdwl hwiwywpghl wjluntin
gpwigytint L hp pwg L thwl pwlwhGeph qnygp unwbGwint hwdwp: RS-p qpuignid £
wqbbwn ubpytphb L nhdnud £ NetintWebServer ubipybipnud Gnwé CA-hg pwlwhGEph qniyg
utnwiwint hwdwn: Ukh Jwpd Jwublp, np wgbklwn ubpdtpp nhdnud £ A ubpdbppl: Tw
Ywwwpdned b htinlywy YepueGhpwnpnud GGp, np CA-h pwg pwlwhG pk (CA) , hwynlh £
L hwuwbbh pninphG:
AS -> CA : AS
CA -> AS : {(pk(AS),sk (AS) }r}pkica)
w/AS-p nhincd £ CA-hG pwlwhGtph gniyg uinwbwine hwygny:
p/CA-O qblbpwglnud b pk(AS) sk(AS) pwg L thwy pwlwihObpp, nw Swélwgpnud £ n
Gpywpnipjwdp nplt L pwlwihny, L unnpwgptingd wjs hp sk(CA)  thwl pwlwihny
ninwplned £ AS-hG:
o/AS-p  hdwlwiny L, pk(CA) pwlwphGbpp, wwwlynnunpnd £ unwgyweo
hwnnprnwgpnepnitlp L y6pglnud £ pwbwhbGbpp qnuygp:
2.AgentServer(as)-h Unndhg A wqblwh uwnbnddwl dwiwlwl Opwl  Swéljwgpiwd
pwlwhGbph qnugh wnpwdwnpnidp:
AS -> CA : A
CA -> AS : (pk(A), Sk(A) }pkias)
AS -> A : (pk(A), sk(A)}
w/ASs-p nhuinud t CA 4EGuipnGhG A —h hwdwp pwGwihGbph qnuyg uinwlwine hwjgny:
p/cA-G qbObpwglnud b pwlwihGbph pk (3), sk (A) qnugp L swéljwapbiny wyb As-h pwg
pwhwpnt oglntpjwip, ybpwnwnaGnud £ As-hG:
g/As-p wwwynnwydnpnd £ unwgywd  hwnnpnwagpneppnelp, b pwlwhGeph  qnugp
thnfuwbgnd £ A wgbGunhG:
3. A k BwghkOwnGkph dhelk hwnnpnuwlgdwb ubuhwjh wiglwgiwh wpdwbwapnep)neh:
Nhgnip A wagklwnp qunbynud t As wgkln ubpdbpnd, L guGlwbned b Ywwy hwunwnt; B
waqbilwp hbw, nph qunGdbine Juypp L pwg pwiwhi wihwywn E
A -> AS : LOC(B)

11
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AS have B
AS -> A : {LOC(B)}
A ->B = [k}
B -> A : (k}
SESSION
Else
AS -> CA : LOC(B)
CA -> AS :{LOC(B), pk(B) }siccn
AS -> A : {LOC(B), pk(B)}
A -> B : {klpxm
SESSION

w/ A wqbkOwp hwpgned £ wbned AS-h0 B-h hwughbl hdwlwyne hwdwp:

p/ AS wqblwn ubpdbpp uwnnwgnid t, Gplk B wabbnp qunbynud £ hp dhowiwypnid, wuww wyn
huwughib thnfuwbgned £ A-hG:

¢/ 2-0 wyn hwugbny B wqbtOwhG £ thnfuwbgnid qiGEpwgywéd wwwnmwhwlywl dh pwbwih’k,
npp GhwGnhuwlw ubuhwjh pwGuwhG:

/' B-G wwywlnnuydnpnud b hwnnpnwgpnepyntlp uinwGwiny ubuhuwyh pwGuwihG:

G/ bpynt Ynnidbpp Ynnwynpnud GO hwnnppuwlgnipynibbbpp ubupwgh pGpwgpnid dbnp
pbpdwéd  updbwphly  Yonwynpdiwl  pwlwihnd, npG wydd hwynGh £ GpwGghg
JnpwpwsnuphG:

Ujuinbn  sh  wnwowlnd  dwéhwapdwlb fulnhp, pwlh np  hwnnprwagpnipnGGiph
thnhuwGwynuip Yuwwpdodd £ oh hudwlwpgh Gepund, wyuhGel hwnnprwagpnupntGGhpp
guiligny s60 nenwpldned, b $5G Ywpnn hwynGh puebwy Gppnpn UnndhG:

Ujdd npuwpytlp wyb nbwpp Gpp B wgbklunp qunGynid £ 06y wy) wgkGun ubpdbph dpw, win

ubpybpp OQwGwlkbp AS; — nd:

w/ A wgbkbwp hwpgntd £ winwd A5-h0 B-h hwughl hdwbwnt hwdwp:

p/ AS wgklwn ubpdbpp unngnud £, Gpb B wgbilwnp sh quGdnud pp dhowdw)pnud, www
ognuwignpébpny pwg pwlwpnt uwnwgiwl wpdwlwgpnepntd hwpgnid £ wined
gpwhgiwh ubpytphG (RS) -hG B-h hwugkl L pwg pwlwihG pdwbwnt hwdwp:

@/ RS-p uwnbindnid t hwnnpnwagpnipyntd, npp wwpnibwynud £ B-h hwugbl L pwg pwhw)ha,
uinnpwgpnid t wyb sk (ca) hwl pwhwpny, b nunwpynud £ As-hi:

n/ As-p ybEpéwined b hwnnpnwapnegntlp b wwpnibwynipyncGp nunwnpynud k A-hG,

6/ A-G qGGEpwgbnud t ubuhwih wwunwhwlwh k pwiw hb, swélwapnud £ wyb pk (B) -nyd L
wyn hwugbny thnfuwGgntd £ B kGl :

q/ ypyOynwd GG Ybpp Gpdwd wi/, p/, o/, n/ puyipp wyl nwppbpnipjwdp, np B wqbOwnb £
hwpgned nunuipyned As; wgkGwn ubpdbpht A wqbkGunh hwugbl hdwGwnt hwdwp:

I/ B wqblwp qbGbpwglned £ ubuhwih hwdwp bp k; pwlwih b A-p nuquiplué k pubwpne
hbwn yGpwnwpdbnud £ A wqbilnhh, bwhuwwbiu swéluagpbind wb pk (A) -ny:

o/ A-G unwlwynd hwnnpnwapnepynilp, Yyepdwlnud £ wyl, b B-hG t nunuplynud k; pwlw) hG:

p/ bpynt Ynnuibpp hwjwwnd GG dhijwlGg  hubnipjwbp L Ynnwynpnud GG
hwnnprnwygnupynuGlbpp, ubuhwh pGpwgpnud updbinphly Ynqwynpdwh pwlwihnd, nph
wjdl hwjwnGh £ Gpwhghg jncpwpwsnuphl:

. AS wqklwn ubpytiphg nbwh As; ubipuybp A wgblwh nbnwihnfuiw wpdwbwgpnipnlp:

A -> AS: MOV(AS;:)

AS -> CA : LOC(AS1)

CA -> AS : {LOC(AS:), Dk(AS:1) }ax(ca
AS -> AS1 : (klpriasy

AS; -> CA : LOC(AS)

CA -> AS; : {LOC(AS)I pk (AS) }5.‘:((.‘)-}
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AS; -> AS : [k, Kkilprias
AS -> AS; : {kilprias
SESSION

w/ A wgkGwnp nhinwd £ As-hG nbwh AS; nbquwihnfudwl hwdwp:

p/ As waqkln ubpybpp ogugnpébind pwg pwlwint unwgiwl wpdwlwaqnepjntl
hwpgned b winud qpuGgiwh ubpdbphl  (RS) -l AS:-h hwugbl L pwg pulwhG
hiwlwne hwdwp:

o/ RS-p uwnbngnud t hwnnpnwapnipinil, npp wuwpniGwynud £ AS;-h hwugbl L pwg
pwlwphG, unnpwgpntd £ wyb sk (CA) twl pubwinyg, L nuquwplnud £ AS-hG:

n/ As-p ybpdwlnd £ hwnnprwaopnipynilp, ghlbpwglnud £ ubuhwih wwwnwhwlwG k
pwlwhG, dSwélywgpnud b wil pk (AS;) ASrh pug pwiwiny L thnhubgnud L wyn
hwugbiny:

&/ UplGuned &G Ylipp Gpywé p/, of, o/ pwyibipp wyb wnwppbpnpjwip, np AS; wgkln ubpdspl
£ hwpgnud nuquplnud RS-hi, As-h hwugkl L pwg pwlwghl hdwGwpne hwdwn:

q/ AS:-p qlbpwglnid t ubuhwih hwowp hp k; pwlwihl L As-h nunuplwé k puwluwpn
htw yepwnwnainud b hbn A5 wqbGn ubkpdtpha, Gwhuwwbiv swsljwgpbiny wyl
pk (AS) -nu:

t/ -0 vnwGwnd hwnnpnugpneggntGp, depdwlnud £ ouyl, L B-pl E niqupynd k;

whwphG:

p/ pt:rsun'ih gnniGpp  hwywwnned &G GhdjwGg  huynipjubp L Ynnuynpnud &GO
hwnnprwlgnipyniGbnp, ubuhwh pGpwgpnid uhdbnphl Ynnwdnpdwd pwlwihnd, npb
wydd hwyunGh t Gpwlghg jnupwpwilgnupht:

p/ Wu witGhg htwn As-p nuquplnud £ A wgblnhl nbwh AS;, nphg hbwn AS;-p
unwGwiny wgkilinhl Gpuw Gnp hwugkl gpubGgntd § RS-nL:

5. A5 wqhln ubpytp mnwthnfudwé A wqbklnh gnpdwnpndp: : )

topwnpklp Ubpp G2Uwd wpdwhwgpnipyniGGtph hhiwl Jpw AS wqbln utpybp L

wbnuihnfulbp A wabkGwnp: Uygpnud As-p A wqblivnh épwapwht Ynnp thGwpnd £ hp

dhowdwjpnd, squbbint niwpntd Gnp nhinud £ CBS 3piGwlwh Ynntiph ubpdtphl, npnknhg
hwuwbih bG spwapuwihG Ynntipp: LwGh np Swélwgnpiwd whhpwdbznnipnth Junwowlw

Shuyl wyl dwiwbwy bpp wabluh dpwapwihb Ynnp unwgyned b CBS —ubpdbiphg, wiww

nhunwplklp wjn nkwpp:

AS -> RS : LOC(CBS)

RS -> AS : {LOC(CBS) lpras)

AS -> CBS : CODE(A)

CBS -> CA : LOC(AS)

CA -> CBS : {(LOC(AS), pk(AS) }skicn

CBS -> AS : {CODE(A) )lpk-’AS}

SPARTA hwiwlwpgnud wgblwbbph Ghol Juwp wwzunwwbnudp Guwfuwinbudwé skp, hosp
wwpniGwlnud tp Gepfunidiwi Yunwbg: Unbindqws Netint hwiwywpgned npuwtiv Gwfuwnhuy
ogqunugnpdltp £ SPARTA  hwiwljwnpqp L npwbu  puwpbjpwdgnd  dhowgbGuuwghl
hwiwgnpdwlgnipjwl dwiwbwl Yhpweyty GO Yphwngpwphly  wpdwbwgpnipnibitpp,
npnlp  wwwhnymd B0 wwanuuliyws hGpnpiwghuwyh  tnfuwbwlnuip  whhnwwih
Showduypned: IhdGwlwl npdwglbipp, npubn oguwgnpdyt) B0 wpdwbwgpnepynilGhng,
htwnlywiGepd  60°  wqbklnh  wy wablwiltph htin  hwanpnuygnipynilp L waqbnh
hwnnpnwlgnipniop wjl EGpwhwiwlwnpgtiph htn hp ubpdbpp dhengnd: Lwhuwgsdwd L
hpwlwiwgyws wpdwlwgpnipjnLditiphg dtynud, npl k wakbbwbbph dhol Lwwh hwunwnnudp
oguwgnpélwé £ Lhnhwi-Cpnyntiph  Fuwg Pwlwihnd  huympywl  Swlwsiwl
wpdwGwgpnipyntbp: WO punlugus b 3 pwjihg L Gwpuwnbudws b Gpune hwGanigGbph,
iklp ojnwuh, hulnipynilp Swhwsbint hwidwp:
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Bnp A wobilng quiywlnu £ Yww hwuwnwint) B wablinf htw, www gununlwagpiwh
wpdwlwgpnipynilp hbwnbywyG £, EGpumpdnud £ np YandkphG wpnbh hwuwbh 60 panph pug
pwlw hGbpp:
1. 4 -> B 3 {NA,A}FJ_—(E)
2.8 f A : [NA,NB]F,'{;A\

Gl T> B i3 fN’B}p}-_(b‘;

Wuwnbn  {X}y Gzwlwynid L X hwnnpwgprupjwt ¥ pwiwipny qununGwagpni:
Updwlwqpnipinilp YokLGwpwlh wyuuku.

1. A0 hwnnpnwapnipniG t nunwpynid B-ho Yuwuwy hwuwnwinbine wewewplny, npwbin
NA-O wunnwhwlwd hGhnpdwghw , nnp Yww hwunwinkinig hbuon ogunwgqnpéyned t
npubu uhdbwnphly pwGwih Ynndkph dhpl hadnpdwghw thnfuwGwytint dwiwlwly:

2. Unwilwyny humnppwapnigndp B-G wwnwufuwlnud £ A-hG, hwuwnwink wyG M4ny
L hip Ynnuhg uinbnédwé wwinwhwlwh hG$npdwghwyh Yuinpny VBE:

3. Uuypw A-G NB-G Bl t ninquplynid B-h0, wjbwbu, np B-0 piwGnd L, np 1-p0
hwnnpnwapnipjnilp, npp Gw qbObGpwgnty tp, hpulywh t (Shwdwibwhwy GYwwnh
nbbbwlp, np  B-h  wbuwilynibhg, pwih  nbn  Gw $h  uwnwghy 3-pn
hwnnpnwgpnipynilp,  gwllwgws np Ywpnn  tp qliGbpwglb 1-hG
hwnnpnwapnipynilp, L B-hG nunwplywé hp hwunwenuadp, np wyi hpwywb t,
ELEut.lpuu_b[ L 8hw)b wyb pwhhg hbwn, bpp A-G hwuljwgty £ np hpbl wwnwupuwGnnp

- []:

Updwhwgpnipjwl wdwpwnpl b A6 L B-G quinwh &G, np - Gjnw Ynndp Geplw ¢, L np
gullwind £ Jww hwunwnbk] hp hiw, huy qbObpwgywé NA L NB wwwnwhwlwh
dGonipymlltpp qunwnGhp t, npp hwpnGh b dhwyb GpwGg bphnwhpG L hbwnwagquyncd
oquiwqgnpayntd £ npwbu uwh uhdbuphl pwGwgh:

Swélwgnpiwl wpdwbwgpnipynlGhtpp Glpwlw EO npwiwpwlwlwh Ybpniddwa
wwnqbiine hwdwp  Gpwlg  whfungbihnipnGpn Bppnpn Ynndh Ynnohg: 3pdGybiny bnws
nbuwlywi hbnwgnuinupyniiGhpp Ypw wwnqyby, £, np wju wpdwlwapnipynilnud wnwowbnud t
Gh nbwp bpp Gppnpn Ynndp GGptunidnnp, Ywpnqwincd t hwlinbu qu| w)] wqbGwh winiGhg:
Ghurwplbbp wyn nbwpp: Gopwnpkip wpdwlwgnnipjwlp dwubwlygned &G 3 Unnutp, npnighg
Gpyniup(A,B) hnwwih &6 L Yuwwpnd BG Ybpp Gadwé tptp puykph: buly tppnpnp (C)
hwlnbu t quihu npwbu Ghipfuntdnn:

1. 4 ->C : {NA,A)pric)

2. C{a) -> B : {NA,A}prs
3. B -> C(A) : {NA, NB}oka
4. C -> A 2 {NA,NB,JP};[A)

5. A -> C : {NBjuo

6. C(a) -> B : {NB]pxi5)

A ~l guillpwlmd ¢ Guy hwowunnty C-h hbn L wyn Ywwwlgnipjwdp Gpwh b nuqwplnud
{NA,A} hunnpnuwgpnepyniGp: C-G thGbpny Gbpfunidnn npnznud b fuwhunbp wpdwbwgpnipyw
YuinwpdwG Ghan plpwgpp b Yww hwutunnty B-h hbtw, hwinbu quiny npwtu A: Ujn
Gwwuwnwyny C-G B-hG t thnfuwlgnud A-hg unwgywd hwnnpnwannipnilp: B Ynnp 3-pn pwyih
Yuwinwniwh pGpwgpntd C-hG £ nuqwplndd (NANB} hwnnpnwepniginilp Swolwgmud A-f pug
pwlwypinyg: UnwGwiny 3-pn pujih hwnnpnwapnipjwip C-G 4 —pn puypned wjt Gnu)Gnipjudip
thnfuwbgned k A-hG pln npnud A-G GGpwnpnd £, np NB wuwwnwhwlwb sEénLpynlp ghlbpwgyty
t C-h ynnohg 1-hG pwyh dwiwbwl wpdwé wnwownplpl wwinwuhuwbbine plpwgpntd,
hbnbwpwp L G b nuqwplnud wyn SEénipyniip C-hG 5-nn puwyih hwnnpnwapnipjwG hbiwn: 6-pn
pwjinud /AB} hwnnpnuwgpnepinilp unwGwihu B hwlignygp wywpwnud £ wpdwGwgpnipjwi
Yuwunwpnidp GGpwnpwpwn Ah hbn L wwnpwungned t Ywuy hwuwnwnby: Ywpbih b wub) np
C-hli hwpnnytig hwinbu quy A-h winiGhg: Ybnshph hGwpwnpnepinil b unbndynud wy
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dwiwbwy, Bpp Yenéwpwphl hwennynud t Yend SwhwwwphGpny GnyGwgbby Gwhulh dh
pwlp  JuunwpnuiGbphg  unwgywé  wpdbplbpp, npnGp  wlhpwdban GO hwpdynud
Jwqdwlybpybpnt hwdwp:

POjwbu uiuwjwywl wy wpdwlwgpnipynil, vw Lu Yupbih £ unngl) wwpgpne
hwdwp Gpw wdpnipntbp: Ypw hwidwp oquwgnpéyty 66 CSAh nu FDR-h shenglbipp,aph
wprynilpnud wewewnldnud t wpdwhwagpnipjwh 3-pg puyfr Sky (NA,NB} hwnnpnwanpnipialp
thnjuwphlb| VA,NB,B}, npinkin B-0 wwunwufuwbnnh wGniGh £, wyn dwdwbwl 4-hg hbw A
Unndp Yhwywbwpbph 4Enohen L Ynwnwpbglh wpdwlwgpntpjwl hbnwgw Yunwpnuip, puah
np A-G hwnnppwaqpnepniGGip £ thnfuwGwlnud C-h hbw, hul hwnpnwgpnepjwl SwpdGed
YhwynGwpbph B-h wincbp:
dGpniizjwih hwiwdw)6 Gwyywsd wpdwbwgpnipjniblbpnud Jwrwpdb) 60 hwiwwwnwuhus
thnthnfunipgniGhtipp, hGsp pbpbl b unbnéywé wpéwbwgpnipjwl wipnipjwi nidbnugiwap:

UL wy npdwg juwywé b wqblnh unbnédwh dwiwbwl Gpwl Swélwgpiwt
pwlwplGph qnugh npwdwnpiw hbn: Lwfuwgetw b hpwlwiwgdwl thnynud pwluwhGepp
wnpwiwnpnudp Jumnwpynud Ep hBunbyw) Yepw.

AS Ugblwn ubpdbpp Unndhg A wgblwnh unbnéiwl dwiwbwl Gpwl  Swélwapiwd
pwlwhGBph qnyygh wpwdwnpnuap:

AS->CA: A4

CA -> AS : {pk(4), sk(4)}pxas)

AS -> A : {pk(d), sk(A)}

w/ AS-p nhinud t CA YtGunpnGhG A —h hwdwp pebwihbbph qnuyg unwGwine hwygny:
p/ CA-0 qbGGpwglnud £ pwlwihGEph pkfA), sk(A) qnuygp L swélwagpbinyg wyt ASh
puwg pwhwnt oghnipjwdp, Ybpwnwpdbnud £ AS-hG:

o/ ASp wwwynnwnpnud £ unwgdwé hwnnprwgprepynelp, b pwGwihGbph qnugp
thnfuw(Ggnud £ A wqblnhb:

Sujwy nbhiwpnild wqbGun ubpdbpp pdwbnud tp hp Ynnshg unbndgwé papnp wgbGnGbph gl
pwlwhGpp: Ubpdbph Gnpdwp dwpph nbwpnud nu nplt fuGnbp sh wnwewglnud: Puyg
unbunwynpiwG tnenud GYywendbg, np wqbiGun ubpdbph ng Ghan Jwpph nwpnud, npp YJwpnn £
wrwowlw hwpdwldwh hbnbwbpnd, nw pbpnud £ hwowlwpgh poipwgdwi, pwih np wjn
nbwpnud ubpdbpp Yupnn t unbnélip wqbGnibp L wpwdwaptp Gpwlg wpnbl unbnéyws
wqblwnGGph thwl pwlwihGEpp, npnlp phpnud G0 wigwllwih hbnbwGpGtph: Wu  fulnph
(nLéiwh wpdwhwgpnepynilnud Yuwinwndby b hbnlywy hindinfuneggniGp:

A -> AS: Key {NA}prcy

AS -> CA : {4, {NA} e}

CA -> AS : {A,{Dk(A),sk(A)} kvl piiasy
AS > A : {pk(A), sk(A)} svny

w/ A-0 qldbpwglnud £ ywwnwhwlywi hodnpdwghw NA, npp hsnwgwynud dwnwnud t
npwtu uhdtwphy pwbwih, Yanuilnpnd £ wyG CA-h pwg pwbwihnd L ginfuwbgmd t
wqbOwn ubpybphl pwGw) hGEph qnuyg unwbwgne hwdwp:

£/ASp nhind £ CA YGwpnGhG A -h hwdwn pwbwhGbph gnyg unwGw)ne hwygnd, L
thnfuwbgnid £ A-h Ynnidhg unwgwé humnpnwapnepnilp:

g/ CA-0 unwlwiny hwnnprwagpnipyntip wwywlynnuwynpnwd £ ouyl, qbGbpwglnud E
pwlwihGbnh pk(A), sk(A) qnuygp L Gwolwagpbiny uyl unwgyuwd NA uhdbuinphy
pwlwint b ASh pwg pwlwint oqlnipjwip YbpwnwpdGnud £ A4S5-ha:

n/ ASp wwywlnnpudnpmd £ ounwgdwé  hwnnpnwgpnegnilp hp thwly puGugn
ogOntpjudp L NA-ny swélywapduwad pwlbwihGbph qnuygp thnfuwbgned £ A wqbGunhG:
t/ A-G bp ghlbpwgpwd NA pwlwint oqhnipjuwdp pugnid b hwnnprwgpnipymbp L
tipglnui b pwiwghbph gnuqp:
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